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Recap from the Previous Session
• We were agreed on the definition of data and information and their differences.

• We learned about types of data, data representation, data quality, and data sensitivity.
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Section 1:
An Introduction to Data Cleaning and Preprocessing
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1.1 Introduction to Data Cleaning and Preprocessing
• Why are data cleaning and preprocessing so crucial? 

In essence, data is messy. Real-world data, the kind that companies and organizations collect every day, is 

often filled with inaccuracies, inconsistencies, and missing entries.
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1.2 Data Cleaning and Preprocessing Workflow
• A typical data cleaning and preprocessing workflow may involve the following steps:
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Data Collection Data Cleaning Data Integration Data Transformation Data Reduction

Collect the raw data 

from various sources. 
The data might come 
from databases, APIs, 

web scraping, manual 
entry, etc.

Clean the collected data 

by identifying and 
correcting errors, 

removing duplicates and 

irrelevant observations, 
and handling missing 

values.

Integrate data from 

multiple sources, resolving 
any inconsistencies. This 

might involve aligning 

columns, dealing with 
conflicting entries, and 

merging tables or datasets.

Transform the data to 

make it suitable for 
analysis. This might 
include encoding 

categorical variables, 
normalizing numerical 

features, and creating 
derived features.

Reduce the data 

dimensionality if 
necessary. This might 

include feature selection 

and extraction to focus 
on the most relevant 

variables



1.3 Python Libraries for Data Cleaning and Preprocessing
• Python is a preferred language for many data scientists, mainly because of its ease of use, and extensive, 

feature-rich libraries dedicated to data tasks

- Pandas: It is a widely-used data manipulation library in Python. It provides data structures and functions needed to 

manipulate structured data. It includes key features for filtering, sorting, aggregating, merging, reshaping, cleaning, 

and data wrangling.
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1.3 Python Libraries for Data Cleaning and Preprocessing (Cont’)
• Python is a preferred language for many data scientists, mainly because of its ease of use, and extensive, 

feature-rich libraries dedicated to data tasks

- NumPy: NumPy, short for 'Numerical Python', is another fundamental library for numerical computations in Python. 

It provides a high-performance, multidimensional array object and tools for working with arrays. Although Pandas is 

generally more high-level, NumPy is extensively used under the hood in many Pandas operations.
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• Python is a preferred language for many data scientists, mainly because of its ease of use, and extensive, 

feature-rich libraries dedicated to data tasks

- MATPLOTLIB: Matplotlib is a Python plotting library that can create a variety of different plots, such as line, bar, 

scatter, and others. It's a foundational library for data visualization in Python and is often used to generate plots for 

exploratory data analysis (EDA) and to diagnose data quality issues.
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1.3 Python Libraries for Data Cleaning and Preprocessing (Cont’)



• Python is a preferred language for many data scientists, mainly because of its ease of use, and extensive, 

feature-rich libraries dedicated to data tasks

- Seaborn: Seaborn is a statistical data visualization library built on top of Matplotlib. It provides a high-level interface 

for drawing attractive and informative statistical graphics. With Seaborn, you can create beautiful, rich visualizations 

with just a few lines of code.
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1.3 Python Libraries for Data Cleaning and Preprocessing (Cont’)



• Python is a preferred language for many data scientists, mainly because of its ease of use, and extensive, 

feature-rich libraries dedicated to data tasks
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- Scikit-learn: Scikit-learn is a powerful Python 

library for machine learning. It provides a 

range of supervised and unsupervised learning 

algorithms. Additionally, it includes various 

tools for model fitting, data preprocessing, 

model selection and evaluation, and many 

other utilities.
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• Python is a preferred language for many data scientists, mainly because of its ease of use, and extensive, 

feature-rich libraries dedicated to data tasks

- Missingno: Missingno is a library in Python that provides the ability to visualize the distribution of missing values. This 

can be particularly useful during the data cleaning process.
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1.3 Python Libraries for Data Cleaning and Preprocessing (Cont’)



Section 2:
Understanding Data Quality Issues
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2.1 Missing Values
• Missing values are the ghosts of data science — there, but not there. 

• It is when our dataset contains a blank or values that indicate emptiness of the data attribute.

• These arise due to a variety of reasons such as human error during data entry, issues with data collection 

processes, or instances where certain data fields are deemed not applicable.

• Missing values can lead to skewed analyses or introduce bias in your models.
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2.1 Missing Values (Cont’)
• Missing values are the ghosts of data science — there, but not there. 

• It is when our dataset contains a blank or values that indicate emptiness of the data attribute.

• These arise due to a variety of reasons such as human error during data entry, issues with data collection 

processes, or instances where certain data fields are deemed not applicable.

• Missing values can lead to skewed analyses or introduce bias in your models.
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2.2 Outliers
• Outlier is like the black sheep in your data.

• Outliers are data points that differ significantly from other observations in your dataset.

• They can occur due to measurement errors, data entry errors, or they could be valid but extreme observation.
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2.3 Inconsistent Formatting
• In an ideal world, all data would follow a consistent format, making a data scientist's life much easier. 

Unfortunately, that is rarely the case.

• Inconsistent data formatting is a common quality issue that arises due to human errors, system changes, or merging 

data from multiple sources.

• The command converts the value in numeric_column to a numeric format, converting non-numeric values to NaN.
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2.4 How to Assess Data Quality and Integrity
• Overall data quality should be assessed after the identification of issues.

- High-quality data is complete, accurate, and consistently formatted.

- Low-quality data is rife with errors, missing values, and inconsistencies.

• Data quality assessing is a must-do preliminary step before any analysis and preprocessing.

• One simple yet powerful tool for data quality assessment is using descriptive statistics. The .describe() 

method in Python provides count, mean, standard deviation, minimum, 25th percentile, median, 75th percentile, 

and maximum of the columns
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2.4 How to Assess Data Quality and Integrity (Cont’)

CMKL University SEC-101: Data and Information Fundamentals 18



2.5 EDA: Exploratory Data Analysis
• Exploratory Data Analysis (EDA) is an approach to analyzing datasets to summarize their main 

characteristics, often using statistical graphics and other data visualization methods.

• It enables you to understand the data, derive insights, and generate hypotheses.

• One of the significant aspects of EDA is visual exploration. Visualizing your data can provide insights that might 

not be evident from just looking at tables of data.
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2.5 EDA: Exploratory Data Analysis (Cont’)
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2.6 Handling Duplicates and Redundant Data
• Duplicates are repeated records in your data. They can bias your analysis and lead to incorrect conclusions.

• Redundant data are data that do not add any new information. While not harmful like duplicates, they can 

slow down your computations and take up unnecessary storage space.
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Section 3:
Handling Missing Data
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3.1 Identifying and Understanding Missing Data 
• Identifying missing data might seem straightforward — You look for the gaps. But in real-world data, 

it's rarely so simple.
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3.1 Identifying and Understanding Missing Data (Cont’)
• Missing data can take various forms, from obvious blanks to placeholders like "N/A" or "-999", or even mis-

entered data.

• This Python script is powerful, so it can also detect some common placeholders like “NaN” in the dataset.
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• Understanding missing data requires recognizing its different types.

• In statistics, missing data are typically categorized into three main types:

- Missing Completely at Random (MCAR): The missingness of data is not related to any other variable in the dataset; 

it occurs purely at random.

• An example of MCAR is a weighing scale that runs out of batteries. In this case, some data are missing purely due 

to chance.

- Missing at Random (MAR): The missingness of a variable is related to other variables in the dataset, but not to the 

variable itself.

• For example, when placed on a soft surface, a weighing scale may generate more missing values than when placed 

on a hard surface. Such data are therefore not MCAR.

- Missing Not at Random (MNAR): The missingness of a variable is related to the variable itself.

• For example, the weighing scale mechanism may deteriorate over time, leading to an increasing amount of 

missing data as time progresses.
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3.1 Identifying and Understanding Missing Data (Cont’)



3.2 Techniques for Handling Missing Data
• 1. Deletion

- This is the simplest method, which involves deleting the records with missing values.

- However, it's only advisable when the data is MCAR and the missing data is a small fraction of the total dataset.

• 2. Imputation

- Imputation is the process of substituting missing data with substituted values. 

- 2.1 Mean/Median/Mode Imputation: This method involves replacing missing values with the mean (for continuous 

data), the median (for ordinal data), or the mode (for categorical data). However, it may reduce variance and affect 

correlations with other variables.
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3.2 Techniques for Handling Missing Data (Cont’)
• 2. Imputation

- Imputation is the process of substituting missing data with substituted values. 

- 2.2 Constant Value Imputation: This method involves replacing missing values with a constant and is useful when an 

educated guess about the missing values can be made.

- 2.3 Predictive Imputation: This technique uses statistical models or machine learning algorithms to predict missing 

values based on other available data. While it is generally more accurate, it is also more complex.
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3.3 Advanced Missing Data Handling Techniques
• 1. Multiple Imputation

- Multiple imputation is a statistical technique for handling missing data, in which each missing value is estimated 

multiple times to create several complete datasets.

- This process produces multiple complete datasets, each of which is analyzed, and the results are then pooled to 

generate a single final outcome.

- One of the most common methods for multiple imputation is Multivariate Imputation by Chained Equations (MICE), 

which accounts for the uncertainty surrounding a missing value.
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3.3 Advanced Missing Data Handling Techniques (Cont’)
• 2. Predictive Imputation

- While a simple linear regression may be sufficient in some cases, more sophisticated methods—like decision trees, 

random forests, or even neural networks—can yield better results depending on the complexity of your data.
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Section 4:
Dealing with Outliers
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4.1 Understanding Outliers and Their Impacts
• Outliers are unusual observations that significantly differ from the rest of the data. 

• While they can sometimes indicate important findings or errors in data collection, they can also skew the data 

and lead to misleading results.

• Outliers can arise from various sources, including measurement errors, data processing errors, or true 

anomalies (e.g., a major event that disrupts the usual process).
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Their Impacts:

- Affect Mean and Standard Deviation: They can significantly skew 

your mean and inflate the standard deviation, which distorts the 

overall data distribution.

- Impact Model Accuracy: Many machine learning algorithms are 

sensitive to the range and distribution of data, and outliers can 

mislead the training process. This often results in longer training 

times and less accurate models.



4.1 Understanding Outliers and Their Impacts (Cont’)
• Let's demonstrate how outliers can skew the mean using a simple Python example:
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4.2 Outlier Detection Techniques
• 1. Statistical Methods

- Z-Score: The Z-score measures how many standard deviations an observation is from the mean. A common rule of 

thumb is that a data point with a Z-score greater than 3 or less than -3 is considered an outlier.

- Interquartile Range (IQR) method: It identifies data points as outliers if they fall below the first quartile (Q1​) or 

above the third quartile (Q3​) by a certain factor of the IQR. A commonly used factor for this method is 1.5.
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4.2 Outlier Detection Techniques (Cont’)
• 2. Visualization

- Box plots and scatter plots are great tools for visualizing and detecting outliers.

• 3. Machine Learning

- Certain machine learning algorithms, like DBSCAN and Isolation Forest, are particularly good at detecting outliers.
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4.3 Strategies for Handling Outliers
• 1. Deletion

- Deletion, or dropping, is the simplest way to handle outliers, but it should be used with caution.

- You should only drop an outlier if you are certain that it is due to incorrectly entered or measured data.

- Deleting valuable data points can lead to a loss of information and biased results.

• 2. Transformation

- Transforming variables can also help to minimize the impact of outliers.

- Transformations such as log, square root, and inverse can compress higher values, thereby reducing the effect of 

extreme values.
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4.3 Strategies for Handling Outliers (Cont’)
• 3. Winsorization

- In a winsorized dataset, extreme values are replaced by specific percentiles (typically the 5th and 95th). Unlike 

deletion, this technique maintains the size of the dataset.

• 4. Selecting Machine Learning Models

- Some machine learning models, such as Random Forests and SVMs, are less sensitive to outliers. 

- Using these models can therefore be a viable strategy for handling them.
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Section 5:
Data Normalization and Scaling
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5.1 Understanding the Importance of Data Normalization
• Data normalization and scaling help standardize the range 

of a dataset's independent variables or features.

• Machine learning algorithms often perform better when 

input numerical variables are on a similar scale.

• Without normalization or scaling, features with higher 

values may dominate the model's outcome. This could 

lead to misleading results and a model that fails to 

capture the influence of other features.

• Normalization and scaling bring different features to the 

same scale, which allows for a fair comparison and 

ensures that no single feature dominates others.
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5.2 Techniques for Data Normalization
• 1. Min-Max Scaling

- Min-max scaling is one of the simplest methods for data normalization. It individually scales and translates each 

feature so that it is within a range of 0 to 1.

• 2. Z-Score Normalization (Standardization)

- This technique standardizes features to have a mean of 0 and a standard deviation of 1.
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5.3 Feature Scaling Techniques
• Feature scaling is an umbrella term for techniques that change the range of a feature.

• 1. Robust Scaling

- Robust scaling is similar to min-max scaling, but it uses the interquartile range instead of the min-max range, which 

makes it more robust to outliers.

CMKL University SEC-101: Data and Information Fundamentals 40



End of the Lecture

CMKL University SEC-201: Data Privacy, Security, and Integrity 41

Please don’t hesitate to raise your hand and ask questions if 

you're curious about anything!
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